Remote Desktop Over VPN

Connecting to the Virtual Private Network (VPN) allows you to connect to the IHCC network remotely.
While connected to the VPN, it is possible for remote workers to use Remote Desktop (RDP) to access
their work computers remotely. Remote Desktop enables users to access files and programs on their
work computer that are not available remotely.

<4n e
O &8
o= o il - -~ B[]
v/ [T
L - - VPN

Internet Firewall

Remote Laptop Workstation

IHCC Network

These instructions will guide remote users through accessing their computers remotely.

1. Connect to the Indian Hills VPN

cure Mobility Client
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Ready to connect.




b. Log in with your network credentials (The same username and password you use to log

in to your work computer)
c. Once the VPN connects, you’ll get a notification like this one

‘B Cisco AnyConnect
B Connected: vpn.indianhills.edu
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2. Open the Remote Desktop Client on your computer
a. You can search for it from the start menu

All Apps Documents Settings Web More ¥

Best match
A, Remote Desktop Connection &
> -
App ><
Search the web

Remote Desktop Connection
£ Remote Desktop - See web results App

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

£ Remote Desktop|

b. Inthe Remote Desktop connection window, enter the name of the computer you would
like to control. Your workstation is usually named pc-(username) i.e. “pc-aware” . If
you’re unsure of what computer name to use, please contact IT for assistance.

‘ Remote Desktop Connection - XK

Remote Desktop
»* Connection

Computer: PW1UL|T v

Username:  None specified

You will be asked for credentials when you connect.

¥ Show Options Help




c. When you hit connect you will be prompted to authenticate. Enter your network
username and password with an ‘IHCC\’ before your username. i.e. the user “aware”
would enter the username “/HCC\aware”

‘,}‘ Remote Desktop Connection

_/| Remote Desktop
»¢ Connection

Windows Security

Enter your credentials

These credentials will be used to connect to PW10-IT.

| IHCC\aware |

Domain: IHCC

D Remember me

OK

d. If you are presented with a certificate warning, press accept to proceed anyway.

The identity of the remote computer cannot be verified. Do
you want to connect anyway ?

The remote computer could not be authenticated due to problems with its
security cerificate. £ may be unsafe to proceed.

Certificate name
=] Name in the cerfficate from the remote computer:

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

/1, The certificate is not from a trusted cerifying authority.

Do you want to connect despite these certfficate emors?

[] Dont ask me again for connections to this computer

View cerfficate. . Yes




e. After successfully authenticating your Remote Desktop session will open in full screen.
Notice the blue bar at the top of the screen. This bar indicates that the desktop you see
is remote, and also allows you to minimize the session.
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While connected to your work computer via remote desktop, you should see your desktop exactly as
you would see it if you were sitting at your desk using your computer in person. Installed applications,
saved files, and other valuable resources on your computer should be exactly where you left them. If
your experience is different from this, please contact IT for assistance.



